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1. SCOPE OF WORK

CITRA desires to ensure compliance and best practices in the management of the .kw

country code Top Level Domain (“ccTLD") registry. The registry system deployed
by the provider shall comply with applicable IETF and ICANN generic Top Level
Domain (“gTLD") standards as well as accommodate the CITRA policy matrix

developed and modified from time to time.

The Base Specifications and SLA for Registry Compatibility and Interoperability

follow in this document

In addition to the Base Specifications, the solution must have the following features:

Continuous access, visibility and complete control of all registry activity for
regulators

Administrative portal with various levels of access

Support for internationalization of user interface

Ability to maintain full audit trail of registry activity

Advanced security features, including IP locking at the user level, support for two-

factor authentication, DNSSEC support and authcode encryption

Integrated web-based WHOIS, RDAP, and authcode retrieval

Integration with local and multiple international payment gateways
Integrated accounting and ledger system that supports various commercial
models with invoicing functionality and credit management for each registrar
Bulk update tools for all objects in the registry

Advanced lock options for critical domains

IDN support, including Arabic variants

Calendar-based tool for scheduling automated tasks

Flexible name restriction policy based on java regular expressions

Option to require validation of registrant contact details and policy acceptance
Multiple pricing and currency options at the registrar level

Automation options configured by registrars
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- Premium names EPP extension support

- Abuse mitigation tools, including fast flux

- Automated offsite backup and data escrow in the ICANN gTLD format

- Configuration of EPP, WHOIS and other critical functions via the administrative
interface

- EPP plugin module for WHMCS and any other integration needed

- Automatic security updates

- Trademark Clearinghouse integration

- Secure Domain Foundation integration.

- Production & OT&E environments support.

- APl support for critical registry operations

- The registry solution should be compatible with current setup

- Allintegration modules such as WHMCS to be installed on registrars’ portals, or
any other dashboard solution as per CITRA's choice.

- Compatible with dotKW IP anycast service providers

- Integration with PACI, and Kuwait National ID Application to authenticate users
requests, registrations and other operations.

- Only propagate the Signed Zone

- The registry solution should be able to be integrated with dotKW File
Management System -FMS - (find the technical Requirement in the dedicated
section)or any other existing or work in progress systems.

- Storage for FMS documents and registry Backups and non-volatile storage.

- The registry solution deployed must be capable of meeting ICANN gTLD SLA
requirement for RDDS, DNS, RDAP and EPP.

- The registry solution should be capable to run in a docker container for testing
and deployment purposes.

- Source code for the application shall be made available to CITRA on a royalty -
free basis on request.

- The proposed solution must have IP anycast support for the root servers for at
least 200 nodes worldwide as per industry standards

- The proposed solution should support pending registration and renewal requests

- The proposed solution should support document upload for domain name
registration and renewal

- The proposed solution should provide WAF for all the applications.
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)

REGISTRY PERFORMANCE SPECIFICATIONS

Service Level Agreement Matrix

Parameter SLR (monthly basis)

DNS DNS service availability 0 min downtime = 100% availability
DNS name server availability <432 min of downtime (= 99%)
TCP DNS resolution RTT <1500 ms, for at least 95% of the queries
UDP DNS resolution RTT <500 ms, for at least 95% of the queries
DNS update time < 60 min, for at least 95% of the probes
RDDS RDDS availability < 864 min of downtime (= 98%)
RDDS query RTT <2000 ms, for at least 95% of the queries
RDDS update time < 60 min, for at least 95% of the probes
EPP EPP service availability < 864 min of downtime (= 98%)
EPP session-command RTT <4000 ms, for at least 90% of the commands
EPP query-command RTT <2000 ms, for at least 90% of the commands
EPP transform-command RTT <4000 ms, for at least 90% of the commands
RDAP RDAP availability < 864 min of downtime (= 98%)
RDAP query RTT <2000 ms, for at least 95% of the queries
RDAP update time < 60 min, for at least 95% of the probes

Escalation Process & Response Time

Standard

Severity = Response Time Resolution Definition
Time

The issue must be resolved for business to
continue as normal Critical application functions
is not working

Critical errors that are exposed to the external
customers Reasonable discontinuation of work
due to failure of solution

4 Hours
Critical 1 Hour During From Critical loss of data or corruption
working hours reporting
issue Essential part of the project becoming unusable

Email requests will be processed within 1 hour if
received during regular working hours — hours of
coverage mentioned below. Critical issues will
have to be notified over phone outside those
hours and response time will be 2 hours and
standard resolution time will be 12 hours
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provided there are no unavoidable
circumstances that prevent this
48 Hours | No business impact but some functions (not

Major 24 Hours Fror’r.1 cosmetic in nature) are not working.
reporting
issue
72 Hours | No business impact. Issues that are an
Minor 48 Hours Excluding | enhancement requests or are cosmetic in

weekends. | nature.

Maintenance &Support

This Support Agreement describes the bidder commitment to provide CITRA with

following services at a fixed monthly rate described in Terms & Condition:

Monthly commitment of 30 hours per month for Web Design, HTML, Web,
Development (Frontend & Backend), adding and modifying existing features.

The bidder will provide support SLA for the solutions offered and will cover the

following:

1. Technical support on dedicated nodes, either physical or virtual. 24*7 Support
SLA. Pre-assessment and evaluation of servers under support maintenance

2. Conducting scheduled service activities as preventive maintenance, inspection,
faultfinding, patching and updates

3. System administrative tasks with respect to native packages shipped with the
solution

4. Installation/re-installation and configuration of all operating systems and software

used in the solution including troubleshooting, bug fixing, managing 3rd party

APIs with all provided plugins and extensions

Minor and major version upgrades for all packaged software

Repositories setup

IPTABLES Firewall and Security enhancement

Lock-down of unnecessary native applications and ports

0 o N o w

Backup of configuration files, databases, and system images
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Emergency Thresholds

The following matrix presents the emergency thresholds that, if reached by any of

the services mentioned above it may be considered an emergency by CITRA.

Critical Function Emergency Threshold

DNS Service (all servers) 4-hour total downtime / week

DNSSEC proper resolution 4-hour total downtime / week

EPP 24-hour total downtime / week

e L 24-hour total downtime / week

WHOIS)

RDAP 24-hour total downtime / week
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2. Escrow Format Specification.

A.

Deposit’s Format. Registry objects, such as domains, contacts, name servers, registrars, etc. will be compiled
into a file constructed as described in draft-arias-noguchi-registry-data-escrow and draft-arias-noguchi-dnrd-
objects-mapping, (collectively, the “DNDE Specification”). The DNDE Specification describes some elements
as optional; Registry Operator will include those elements in the Deposits if they are available.

Processing of Deposit files. The use of compression is recommended in order to reduce electronic data transfer
times, and storage capacity requirements. Data encryption will be used to ensure the privacy of registry escrow
data. Files processed for compression and encryption will be in the binary OpenPGP format as per OpenPGP
Message Format - RFC 4880. Acceptable algorithms for Public-key cryptography, Symmetric-key
cryptography, Hash and Compression are those enumerated in RFC 4880. The process to follow for the data file
in original text format is:

The XML file of the deposit must be named as the containing file as specified but with the extension xml.

The data file(s) are aggregated in a tarball file named the same as (1) but with extension tar.

A compressed and encrypted OpenPGP Message is created using the tarball file as sole input. The suggested
algorithm for compression is ZIP as per RFC 4880. The compressed data will be encrypted using the escrow
agent’s public key. The suggested algorithms for Public-key encryption are Elgamal and RSA as per RFC 4880.
The suggested algorithms for Symmetric-key encryption are TripleDES, AES128 and CASTS5 as per RFC 4880.

The file may be split as necessary if, once compressed and encrypted, it is larger than the file size limit agreed
with the escrow agent. Every part of a split file, or the whole file if not split, will be called a processed file in
this section.

A digital signature file will be generated for every processed file using the Registry Operator’s private key. The
digital signature file will be in binary OpenPGP format as per RFC 4880 Section 9, reference 3, and will not be

compressed or encrypted. The suggested algorithms for Digital signatures are DSA and RSA as per RFC 4880.

The suggested algorithm for Hashes in Digital signatures is SHA256.

The processed files and digital signature files will then be transferred to the Escrow Agent through secure
electronic mechanisms, such as, SFTP, SCP, HTTPS file upload, etc. as agreed between the Escrow Agent and
the Registry Operator. Non-electronic delivery through a physical medium such as CD-ROMs, DVD-ROMs, or
USB storage devices may be used if authorized by CITRA.

The Escrow Agent will then validate every (processed) transferred data file using the procedure described this
specification.
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J.  File Naming Conventions Files will be named according to the following convention: {gTLD} {YYYY-MM-
DD} {type} S{#} Rf{rev}.{ext} where:
a. {gTLD} is replaced with the gTLD name; in case of an IDN-TLD, the ASCII-compatible form (A-
Label) must be used;
b. {YYYY-MM-DD} is replaced by the date corresponding to the time used as a timeline watermark for
the transactions; i.e. for the Full Deposit corresponding to 2009-08-02T00:00Z, the string to be used
would be “2009-08-02";

{type} is replaced by:

“full”, if the data represents a Full Deposit;

“dift”, if the data represents a Differential Deposit;

“thin”, if the data represents a Bulk Registration Data Access file, as specified in Section 3 of

Specification 4;

g. {#} is replaced by the position of the file in a series of files, beginning with “1”; in case of a lone file,
this must be replaced by “1”.

h. {rev} is replaced by the number of revision (or resend) of the file beginning with “0”:

i.  {ext} is replaced by “sig” if it is a digital signature file of the quasi-homonymous file. Otherwise it is
replaced by “ryde”.

™o a0
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3. FORMAT AND CONTENT FOR REGISTRY OPERATOR MONTHLY
REPORTING

A. Registry Operator shall provide one set of monthly reports per gTLD, using the API described in draft-lozano-
icann-registry-interfaces.

B. Per-Registrar Transactions Report. This report shall be compiled in a comma separated-value formatted file as
specified in RFC 4180. The file shall be named “gTLD-transactions-yyyymm.csv”, where “gTLD” is the gTLD
name; in case of an IDN-TLD, the A-label shall be used; “yyyymm” is the year and month being reported. The
file shall contain the following fields per registrar:

# Field name Description

01 registrar-name Registrar’s full corporate name as registered with CITRA

For cases where the registry operator acts as registrar 9999
should be used, otherwise the sponsoring Registrar CITRA id
should be used as specified in
http://www.iana.org/assignments/registrar-ids

total domain names under sponsorship in any EPP status but
pendingCreate that have not been purged

total name servers (either host objects or name server hosts
as domain name attributes) associated with domain names
registered for the TLD in any EPP status but pendingCreate
that have not been purged

number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of one (1) year
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.
number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of two(2) years
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.
number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of three (3) years
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.
number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of four (4) years
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.
number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of five (5) years
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.
number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of six (6) years

02 iana-id

03 total-domains

04 total-nameservers

05 net-adds-1-yr

06 net-adds-2-yr

07 net-adds-3-yr

08 net-adds-4-yr

09 net-adds-5-yr

10 net-adds-6-yr
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(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.

11

net-adds-7-yr

number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of seven (7) years
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.

12

net-adds-8-yr

number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of eight (8) years
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.

13

net-adds-9-yr

number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of nine (9) years
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.

14

net-adds-10-yr

number of domains successfully registered (i.e., not in EPP
pendingCreate status) with an initial term of ten (10) years
(and not deleted within the add grace period). A transaction
must be reported in the month the add grace period ends.

15

net-renews-1-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of one (1) year (and not deleted
within the renew or auto-renew grace period). A transaction
must be reported in the month the renew or auto-renew
grace period ends.

16

net-renews-2-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of two (2) years (and not deleted
within the renew or auto-renew grace period). A transaction
must be reported in the month the renew or auto-renew
grace period ends.

17

net-renews-3-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of three (3) years (and not
deleted within the renew or auto-renew grace period). A
transaction must be reported in the month the renew or
auto-renew grace period ends.

18

net-renews-4-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of four (4) years (and not deleted
within the renew or auto-renew grace period). A transaction
must be reported in the month the renew or auto-renew
grace period ends.

19

net-renews-5-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of five (5) years (and not deleted
within the renew or auto-renew grace period). A transaction
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must be reported in the month the renew or auto-renew
grace period ends.

20

net-renews-6-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of six (6) years (and not deleted
within the renew or auto-renew grace period). A transaction
must be reported in the month the renew or auto-renew
grace period ends.

21

net-renews-7-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of seven (7) years (and not
deleted within the renew or auto-renew grace period). A
transaction must be reported in the month the renew or
auto-renew grace period ends.

22

net-renews-8-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of eight (8) years (and not
deleted within the renew or auto-renew grace period). A
transaction must be reported in the month the renew or
auto-renew grace period ends.

23

net-renews-9-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of nine (9) years (and not deleted
within the renew or auto-renew grace period). A transaction
must be reported in the month the renew or auto-renew
grace period ends.

24

net-renews-10-yr

number of domains successfully renewed (i.e., not in EPP
pendingRenew status) either automatically or by command
with a new renewal period of ten (10) years (and not deleted
within the renew or auto-renew grace period). A transaction
must be reported in the month the renew or auto-renew
grace period ends.

25

transfer-gaining-successful

number of domain transfers initiated by this registrar that
were successfully completed (either explicitly or
automatically approved) and not deleted within the transfer
grace period. A transaction must be reported in the month
the transfer grace period ends.

26

transfer-gaining-nacked

number of domain transfers initiated by this registrar that
were rejected (e.g., EPP transfer op="reject") by the other
registrar

27

transfer-losing-successfully

number of domain transfers initiated by another registrar
that were successfully completed (either explicitly or
automatically approved)

28

transfer-losing-nacked

number of domain transfers initiated by another registrar
that this registrar rejected (e.g., EPP transfer op="reject")

29

transfer-disputed-won

number of transfer disputes in which this registrar prevailed
(reported in the month where the determination happened)
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30 transfer-disputed-lost number of transfer disputes this registrar lost (reported in
the month where the determination happened)
number of transfer disputes involving this registrar with a

31 transfer-disputed-nodecision | split or no decision (reported in the month where the
determination happened)
domains deleted within the add grace period (does not

32 deleted-domains-grace include names deleted while in EPP pendingCreate status). A
deletion must be reported in the month the name is purged.
domains deleted outside the add grace period (does not

33 deleted-domains-nograce include names deleted while in EPP pendingCreate status). A
deletion must be reported in the month the name is purged.

34 restored-domains domain names restored from redemption period
total number of restored names for which the registrar

35 restored-noreport . .
failed to submit a restore report

36 agp-exemption-requests total number of AGP (add grace period) exemption requests

37 agp-exemptions-granted total number of AGP (add grace period) exemption requests
granted

38 agp-exempted-domains tota.\l number of names affected by granted AGP (add grace
period) exemption requests

39 e number of attempted (both successful and failed) domain
name create commands

C. The first line shall include the field names exactly as described in the table above as a “header line” as described

in section 2 of RFC 4180. The last line of each report shall include totals for each column across all registrars;
the first field of this line shall read “Totals” while the second field shall be left empty in that line. No other lines
besides the ones described above shall be included. Line breaks shall be <U+000D, U+000A> as described in
RFC 4180.

D. Registry Functions Activity Report. This report shall be compiled in a comma separated-value formatted file as
specified in RFC 4180. The file shall be named “gTLD-activity-yyyymm.csv”, where “gTLD” is the gTLD
name; in case of an IDN-TLD, the A-label shall be used; “yyyymm” is the year and month being reported. The
file shall contain the following fields:

Field # Field Name Description
. . number of operational registrars at the end of the reporting
01 operational-registrars .
period
02 ramb-UD-registrars number of registrars that have received a password for
p-up-ree access to OT&E at the end of the reporting period
number of registrars that have requested access, but have
03 pre-ramp-up-registrars not yet entered the ramp-up period at the end of the
reporting period
number of active zone file access passwords at the end of
04 zfa-passwords . .
the reporting period
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05

whois-43-queries

number of WHOIS (port-43) queries responded during the
reporting period

06

web-whois-queries

number of Web-based Whois queries responded during the
reporting period, not including searchable Whois

07

searchable-whois-queries

number of searchable Whois queries responded during the
reporting period, if offered

08

dns-udp-queries-received

number of DNS queries received over UDP transport during
the reporting period

09

dns-udp-queries-responded

number of DNS queries received over UDP transport that
were responded during the reporting period

10

dns-tcp-queries-received

number of DNS queries received over TCP transport during
the reporting period

11

dns-tcp-queries-responded

number of DNS queries received over TCP transport that
were responded during the reporting period

12

srs-dom-check

number of SRS (EPP and any other interface) domain name
“check” requests responded during the reporting period

13

srs-dom-create

number of SRS (EPP and any other interface) domain name
“create” requests responded during the reporting period

14

srs-dom-delete

number of SRS (EPP and any other interface) domain name
“delete” requests responded during the reporting period

15

srs-dom-info

number of SRS (EPP and any other interface) domain name
“info” requests responded during the reporting period

16

srs-dom-renew

number of SRS (EPP and any other interface) domain name
“renew” requests responded during the reporting period

17

srs-dom-rgp-restore-report

number of SRS (EPP and any other interface) domain name
RGP “restore” requests delivering a restore report
responded during the reporting period

18

srs-dom-rgp-restore-request

number of SRS (EPP and any other interface) domain name
RGP “restore” requests responded during the reporting
period

19

srs-dom-transfer-approve

number of SRS (EPP and any other interface) domain name
“transfer” requests to approve transfers responded during
the reporting period

20

srs-dom-transfer-cancel

number of SRS (EPP and any other interface) domain name
“transfer” requests to cancel transfers responded during
the reporting period

21

srs-dom-transfer-query

number of SRS (EPP and any other interface) domain name
“transfer” requests to query about a transfer responded
during the reporting period

22

srs-dom-transfer-reject

number of SRS (EPP and any other interface) domain name
“transfer” requests to reject transfers responded during the
reporting period

23

srs-dom-transfer-request

number of SRS (EPP and any other interface) domain name
“transfer” requests to request transfers responded during
the reporting period
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number of SRS (EPP and any other interface) domain name
24 srs-dom-update “update” requests (not including RGP restore requests)
responded during the reporting period

number of SRS (EPP and any other interface) host “check”

25 srs-host-check . . .
requests responded during the reporting period
number of SRS (EPP and any other interface) host “create”
26 srs-host-create . . .
requests responded during the reporting period
number of SRS (EPP and any other interface) host “delete”
27 srs-host-delete . . .
requests responded during the reporting period
. number of SRS (EPP and any other interface) host “info”
28 srs-host-info . . .
requests responded during the reporting period
29 srs-host-update number of SRS (EPP and.any other |nt<.erface).host update
requests responded during the reporting period
30 srs-cont-check number of SRS (EPP and any other interface) contact
“check” requests responded during the reporting period
number of SRS (EPP and any other interface) contact
31 srs-cont-create “ ” . . .
create” requests responded during the reporting period
number of SRS (EPP and any other interface) contact
32 srs-cont-delete “ b . . .
delete” requests responded during the reporting period
. number of SRS (EPP and any other interface) contact “info”
33 srs-cont-info

requests responded during the reporting period

number of SRS (EPP and any other interface) contact

34 srs-cont-transfer-approve | “transfer” requests to approve transfers responded during
the reporting period

number of SRS (EPP and any other interface) contact

35 srs-cont-transfer-cancel “transfer” requests to cancel transfers responded during
the reporting period

number of SRS (EPP and any other interface) contact

36 srs-cont-transfer-query “transfer” requests to query about a transfer responded
during the reporting period

number of SRS (EPP and any other interface) contact

37 srs-cont-transfer-reject “transfer” requests to reject transfers responded during the
reporting period

number of SRS (EPP and any other interface) contact

38 srs-cont-transfer-request “transfer” requests to request transfers responded during
the reporting period

number of SRS (EPP and any other interface) contact
“update” requests responded during the reporting period

39 srs-cont-update

E. The first line shall include the field names exactly as described in the table above as a “header line” as described
in section 2 of RFC 4180. No other lines besides the ones described above shall be included. Line breaks shall
be <U+000D, U+000A> as described in RFC 4180.

4. REGISTRATION DATA PUBLICATION SERVICES
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Registration Data Directory Services. Until CITRA requires a different protocol, Registry Operator will operate
a WHOIS service available via port 43 in accordance with RFC 3912, and a web-based Directory Service at
<whois.nic. TLD> providing free public query-based access to at least the following elements in the following
format. CITRA reserves the right to specify alternative formats and protocols, and upon such specification, the
Registry Operator will implement such alternative specification as soon as reasonably practicable.

Registry Operator shall implement a new standard supporting access to domain name registration data (SAC
051) no later than one hundred thirty-five (135) days after it is requested by CITRA if: 1) the IETF produces a
standard (i.e., it is published, at least, as a Proposed Standard RFC as specified in RFC 2026); and 2) its
implementation is commercially reasonable in the context of the overall operation of the registry.

The format of responses shall follow a semi-free text format outline below, followed by a blank line and a legal
disclaimer specifying the rights of Registry Operator, and of the user querying the database.

Each data object shall be represented as a set of key/value pairs, with lines beginning with keys, followed by a
colon and a space as delimiters, followed by the value.

For fields where more than one value exists, multiple key/value pairs with the same key shall be allowed (for
example to list multiple name servers). The first key/value pair after a blank line should be considered the start
of a new record, and should be considered as identifying that record, and is used to group data, such as
hostnames and IP addresses, or a domain name and registrant information, together.

The fields specified below set forth the minimum output requirements. Registry Operator may output data fields
in addition to those specified below, subject to approval by CITRA, which approval shall not be unreasonably
withheld.

Domain Name Data:
Query format: whois EXAMPLE.TLD
Response format:

Domain Name: EXAMPLE.TLD

Domain ID: D1234567-TLD

WHOIS Server: whois.example.tld

Referral URL: http://www.example.tld
Updated Date: 2009-05-29T20:13:00Z
Creation Date: 2000-10-08T00:45:00Z
Registry Expiry Date: 2010-10-08T00:44:59Z
Sponsoring Registrar: EXAMPLE REGISTRAR LLC
Sponsoring Registrar IANA ID: 5555555
Domain Status: clientDeleteProhibited
Domain Status: clientRenewProhibited
Domain Status: clientTransferProhibited
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Domain Status: serverUpdateProhibited
Registrant ID: 5372808-ERL

Registrant Name: EXAMPLE REGISTRANT
Registrant Organization: EXAMPLE ORGANIZATION
Registrant Street: 123 EXAMPLE STREET
Registrant City: ANYTOWN

Registrant State/Province: AP

Registrant Postal Code: A1A1A1

Registrant Country: EX

Registrant Phone: +1.5555551212

Registrant Phone Ext: 1234

Registrant Fax: +1.5555551213

Registrant Fax Ext: 4321

Registrant Email: EMAIL@EXAMPLE.TLD
Admin ID: 5372809-ERL

Admin Name: EXAMPLE REGISTRANT ADMINISTRATIVE
Admin Organization: EXAMPLE REGISTRANT ORGANIZATION
Admin Street: 123 EXAMPLE STREET

Admin City: ANYTOWN

Admin State/Province: AP

Admin Postal Code: A1A1A1

Admin Country: EX

Admin Phone: +1.5555551212

Admin Phone Ext: 1234

Admin Fax: +1.5555551213

Admin Fax Ext:

Admin Email: EMAIL@EXAMPLE.TLD

Tech ID: 5372811-ERL

Tech Name: EXAMPLE REGISTRAR TECHNICAL
Tech Organization: EXAMPLE REGISTRAR LLC
Tech Street: 123 EXAMPLE STREET

Tech City: ANYTOWN

Tech State/Province: AP

Tech Postal Code: A1A1A1

Tech Country: EX

Tech Phone: +1.1235551234

Tech Phone Ext: 1234

Tech Fax: +1.5555551213

Tech Fax Ext: 93

Tech Email: EMAIL@EXAMPLE.TLD

Name Server: NSO1.EXAMPLEREGISTRAR.TLD
Name Server: NSO2.EXAMPLEREGISTRAR.TLD
DNSSEC: signedDelegation
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DNSSEC: unsigned
>>> Last update of WHOIS database: 2009-05-29T20:15:00Z <<<

Registrar Data:
Query format: whois “registrar Example Registrar, Inc.”
Response format:

Registrar Name: Example Registrar, Inc.
Street: 1234 Admiralty Way

City: Marina del Rey

State/Province: CA

Postal Code: 90292

Country: US

Phone Number: +1.3105551212

Fax Number: +1.3105551213

Email: registrar@example.tld

WHOIS Server: whois.example-registrar.tld
Referral URL: http://www.example-registrar.tld
Admin Contact: Joe Registrar

Phone Number: +1.3105551213

Fax Number: +1.3105551213

Email: joeregistrar@example-registrar.tld
Admin Contact: Jane Registrar

Phone Number: +1.3105551214

Fax Number: +1.3105551213

Email: janeregistrar@example-registrar.tld
Technical Contact: John Geek

Phone Number: +1.3105551215

Fax Number: +1.3105551216

Email: johngeek@example-registrar.tld
>>> Last update of WHOIS database: 2009-05-29T20:15:00Z <<<

Nameserver Data:

Query format: whois “NS1.EXAMPLE.TLD”, whois “nameserver (nameserver name)”, or whois “nameserver
(IP Address)”

Response format:

Server Name: NS1.EXAMPLE.TLD

IP Address: 192.0.2.123

IP Address: 2001:0DB8::1

Registrar: Example Registrar, Inc.

WHOIS Server: whois.example-registrar.tld

Referral URL: http://www.example-registrar.tld

>>> Last update of WHOIS database: 2009-05-29T20:15:00Z <<<
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The format of the following data fields: domain status, individual and organizational names, address, street,
city, state/province, postal code, country, telephone and fax numbers (the extension will be provided as a
separate field as shown above), email addresses, date and times should conform to the mappings specified in
EPP RFCs 5730-5734 so that the display of this information (or values return in WHOIS responses) can be
uniformly processed and understood.

In order to be compatible with CITRA’s common interface for WHOIS (InterNIC), WHOIS output shall be in
the format outline above.

Searchability. Registry Operator it shall comply with the specification described in this section.

Registry Operator will offer searchability on the web-based Directory Service.

Registry Operator will offer partial match capabilities, at least, on the following fields: domain name, contacts,
and registrant’s name, and contact and registrant’s postal address, including all the sub-fields described in EPP
(e.g., street, city, state or province, etc.).

Registry Operator will offer exact-match capabilities, at least, on the following fields: registrar id, name server
name, and name server’s IP address (only applies to IP addresses stored by the registry, i.e., glue records).

. Registry Operator will offer Boolean search capabilities supporting, at least, the following logical operators to

join a set of search criteria: AND, OR, NOT.

Data submitted and maintained in the registry ( EPP / RDAP / Portal - any future REST API ) is secured in
transit using TLS 1.2 +, and where applicable and required ( credentials ), encrypted in the Registry database.

5. WEB, DNS, AND EMAIL HOSTING SERVICES

a. Web hosting infrastructure

The web hosting servers should be capable of serving both django and php applications.

It should be capable of hosting a minimum of 15 websites including 4 Django Applications.
PHP and Static sites should be supported.

MySQL and PostgreSQL Database is required for the Applications.

The web hosting servers should run on linux to host the applications.

b. Email hosting infrastructure
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Control based email solution for creating and managing the email accounts.

Control panel to add and remove domains for email hosting

The solution should support unlimited email accounts and forwarders

The solution should support DKIM

The solution should have a spam filter.

Transactional email service with SMTP and API access for up to 25,000 emails per month.

c. DNS hosting infrastructure.

IP anycast DNS network with minimum of the following features:

unmetered QPS (query per second) infrastructure.

DDoS protection included.

Global anycast network with 200+nodes worldwide.

DNSSEC signing service to meet or exceed ICANN root servers standards.
Kuwait based Secondary DNS server.
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6. File Management System Technical and Future Scope of Development
File Upload Plugin isa WHMCS module connected to the FMS System redirects the user to dedicated page

with automatic random ID generated which facilitate the users to upload files while Domain registration. The

user uploads the required documents then redirects back to WHMCS. Once all the details are verified and
the payment is completed, the success data (or failure) is transferred back to the WHMCS via API’s.

Find below the main features:

Domain Registration
The domain registration will be done via the registrar portal. It is connected to
FMS with the new middleware which automatically create a domain record and
enables the user to upload documents

Document Uploading
The admin can define the documents required for each domain type. It will be
the name of the document and type of file.

The registrant will have separate file uploading for each document.

This will create a domain record via middleware.

Eg: If the registrant chooses com.kw domain, he/she will be asked to upload Valid
Commercial License, Authorized Signee Certificate, Civil ID separately line by
line.

Domain & Documents Holding
The domain record and the uploaded documents will be on-hold until the
Registrant makes the payment. The registrant will have X-mins to complete the
payment. If the registrant failed to complete the payment within X-mins then the
domain record and the uploaded documents will be purged automatically.

CITRA dotKW Online Portal

This will be an online portal for CITRA. All the registration requests from the
registrants will be coming here via the registrar portal along with the uploaded
documents. CITRA dotKW team will be able to open each request and validate
the documents. Each document will have an accept/reject button along with a
feedback text box. The registration request can be approved only if all the
documents are accepted. If the documents are rejected, the registrant will be
notified automatically via email CC'ing registrar. The email will have a unique

link that has a randomly generated token to access the document re-upload
page.
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Once the dotKW team approves a request, the middleware will connect to the
registry system via EPP or API to activate domain registration.

Document Re-upload
This page will have the domain name and a list of previously uploaded
documents. Each document will have approved/rejected status along with
feedback. The feedback will have the reason for the rejection. The registrant will
need to re-upload only the rejected documents. The middleware will update the
existing record with the newly uploaded documents.

Email Notification
The registrant & registrar will get a notification to re-upload the documents with
a unique link to a document re-upload page when the document is rejected by
the CITRA.

An email notification will be sent to the CITRA dotKW team when the registrant re-
upload the rejected document.

As for future development, CITRA is currently working on replacing the WHMCS and FMS solution with a
complete front/back-end solution that handles the domain name management process and connects with
the registry system. The next generation solution is planned to go live and in action before signing this
contract. One of the main features of the next generation solution is to integrate with Kuwait National ID
authentication for domain name registration. CITRA requires this solution to be transferred and not altered
by the bid-winner, and in any circumstances in such the development of solution is not completed by the
previous contract, the bid-winner is responsible to continue developing the solution and deliver it within the
duration of the signed contract.

7. Table of Requirement
Name Description Units Qrty

Ongoing Development Program | Web Design, HTML, Web Development (Frontend & 30hrs 1 year
Backend), adding and modifying existing features for: monthl
Registry websites: y
o www.nic.kw (Wwww.kw)
e support.nic.kw
® registry.nic.kw
e login.nic.kw
o whois.kw
o fms.nic.kw
e go.kw

and any additional sites required as per CITRA request
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Registry Solution Software as a Service offering for up to 10,000 domains: 12 lyear
Registry Platform Live/OTE/DR. months
DNS services.
Fully Managed Solution.
Technical Support.
Software licenses.
Cloud Infrastructure.
Registry websites hosting.
Registry Email service hosting.
FMS — Local Data Hosting
Operating System Support Support Service Level Agreement: 12 1 year
Local support Service Level Agreement, Premium 24x7 months
includes troubleshooting and bug fixing (Advanced SLA)
Consultancy Services Specialized services for compliance with ICANN 30hrs 1 year
standards, regulations, and policies monthl
y
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Appendix A: - Refrences:

DNS. Refers to the Domain Name System as specified in RFCs 1034, 1035, and related RFCs.

DNSSEC proper resolution. There is a valid DNSSEC chain of trust from the root trust anchor to a
particular domain name, e.g., a TLD, a domain name registered under a TLD, etc.

EPP. Refers to the Extensible Provisioning Protocol as specified in RFC 5730 and related RFCs.

IP address. Refers to IPv4 or IPv6 addresses without making any distinction between the two. When there
is need to make a distinction, IPv4 or IPv6 is used.

RDDS. Registration Data Directory Services refers to the collective of WHOIS and Web-based WHOIS
services as defined in Specification 4 of this Agreement.

RTT. Round-Trip Time or RTT refers to the time measured from the sending of the first bit of the first
packet of the sequence of packets needed to make a request until the reception of the last bit of the last
packet of the sequence needed to receive the response. If the client does not receive the whole sequence of
packets needed to consider the response as received, the request will be considered unanswered.

SLR. Service Level Requirement is the level of service expected for a certain parameter being measured in
a Service Level Agreement (SLA).

RDAP. Registration Data Access Protocol (RDAP) as a standardized replacement for WHOIS. RDAP
supports both Regional Internet Registries (RIRs) and Domain Name Registries (DNRs).

DNS service availability. Refers to the ability of the group of listed-as-authoritative name servers of a
particular domain name to answer DNS queries. For the service to be considered available at a particular
moment, at least, two of the delegated name servers registered in the DNS must have successful results to
each of their public-DNS registered “IP addresses” to which the name server resolves.

DNS name server availability. Refers to the ability of a public-DNS registered “IP address” of a particular
name server listed as authoritative for a domain name, to answer DNS queries from an Internet user. All
the public DNS-registered “IP address” of all name servers of the domain name being monitored may be
tested individually. If 51% or more of the DNS testing probes get undefined/unanswered results from
“DNS tests” to a name server “IP address” during a given time, the name server “IP address” may be
considered unavailable.

UDP DNS resolution RTT. Refers to the RTT of the sequence of two packets, the UDP DNS query and the
corresponding UDP DNS response. If the RTT is 5 times greater than the time specified in the relevant
SLR, the RTT may be considered undefined.
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TCP DNS resolution RTT. Refers to the RTT of the sequence of packets from the start of the TCP
connection to its end, including the reception of the DNS response for only one DNS query. If the RTT is 5
times greater than the time specified in the relevant SLR, the RTT may be considered undefined.

DNS resolution RTT. Refers to either “UDP DNS resolution RTT” or ““TCP DNS resolution RTT”.

DNS update time. Refers to the time measured from the reception of an EPP confirmation to a transform
command on a domain name, until the name servers of the parent domain name answer “DNS queries” with
data consistent with the change made. This only applies for changes to DNS information.

DNS test. Means one non-recursive DNS query sent to a particular “IP address” (via UDP or TCP). If
DNSSEC is offered in the queried DNS zone, for a query to be considered answered, the signatures must be
positively verified against a corresponding DS record published in the parent zone or, if the parent is not
signed, against a statically configured Trust Anchor. The answer to the query must contain the
corresponding information from the Registry System, otherwise the query will be considered unanswered.
A query with a “DNS resolution RTT” 5 times higher than the corresponding SLR, will be considered
unanswered. The possible results to a DNS test are: a number in milliseconds corresponding to the “DNS
resolution RTT” or, undefined/unanswered.

RDDS availability. Refers to the ability of all the RDDS services for the TLD, to respond to queries from
an Internet user with appropriate data from the relevant Registry System. If 51% or more of the RDDS
testing probes see any of the RDDS services as unavailable during a given time, the RDDS may be
considered unavailable.

WHOIS query RTT. Refers to the RTT of the sequence of packets from the start of the TCP connection to
its end, including the reception of the WHOIS response. If the RTT is 5-times or more the corresponding
SLR, the RTT may be considered undefined.

Web-based-WHOIS query RTT. Refers to the RTT of the sequence of packets from the start of the TCP
connection to its end, including the reception of the HTTP response for only one HTTP request. If Registry
Operator implements a multiple-step process to get to the information, only the last step shall be measured.
If the RTT is 5-times or more the corresponding SLR, the RTT will be considered undefined.

RDDS query RTT. Refers to the collective of “WHOIS query RTT” and “Web-based- WHOIS query
RTT”.

RDDS update time. Refers to the time measured from the reception of an EPP confirmation to a transform
command on a domain name, host or contact, up until the servers of the RDDS services reflect the changes
made.

EPP service availability. Refers to the ability of the TLD EPP servers as a group, to respond to commands

from the Registry accredited Registrars, who already have credentials to the servers. The response shall
include appropriate data from the Registry System. An EPP command with “EPP command RTT” 5 times
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higher than the corresponding SLR will be considered as unanswered. If 51% or more of the EPP testing
probes see the EPP service as unavailable during a given time, the EPP service may be considered
unavailable.

EPP session-command RTT. Refers to the RTT of the sequence of packets that includes the sending of a
session command plus the reception of the EPP response for only one EPP session command. For the login
command it will include packets needed for starting the TCP session. For the logout command it will
include packets needed for closing the TCP session. EPP session commands are those described in section
2.9.1 of EPP RFC 5730. Ifthe RTT is 5 times or more the corresponding SLR, the RTT will be considered
undefined.

EPP query-command RTT. Refers to the RTT of the sequence of packets that includes the sending of a
query command plus the reception of the EPP response for only one EPP query command. It does not
include packets needed for the start or close of either the EPP or the TCP session. EPP query commands
are those described in section 2.9.2 of EPP RFC 5730. If the RTT is 5-times or more the corresponding
SLR, the RTT will be considered undefined.

EPP transform-command RTT. Refers to the RTT of the sequence of packets that includes the sending of a
transform command plus the reception of the EPP response for only one EPP transform command. It does
not include packets needed for the start or close of either the EPP or the TCP session. EPP transform
commands are those described in section 2.9.3 of EPP RFC 5730. If the RTT is 5 times or more the
corresponding SLR, the RTT will be considered undefined.

EPP command RTT. Refers to “EPP session-command RTT”, “EPP query-command RTT” or “EPP
transform-command RTT”.

Measuring EPP parameters. Every 5 minutes, EPP probes will select one “IP address” of the EPP servers of
the TLD being monitored and make an “EPP test”; every time they should alternate between the 3 different
types of commands and between the commands inside each category. If an “EPP test” result is
undefined/unanswered, the EPP service will be considered as unavailable from that probe until it is time to
make a new test.

RDAP (Registration Data Access Protocol) Refers to the RTT of the sequence of packets from the start of
the TCP connection to its end, including the reception of the HTTP response for only one HTTP request. If
Registry Operator implements a multiple-step process to get to the information such as imposing credential
authentication for the APIs, only the last step shall be measured. If the RTT is 5-times or more the
corresponding SLR, the RTT will be considered undefined.
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